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1. 77 AN (tar 7 7ANV) 5 B

# wget https://docs.shadan—kun.com/manual/mod_security_v2.tar —P /tmp
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2. AT 7 AN DAY 2 fEZ R

# sha256sum /tmp/mod_security_v2.tar

XNyt i 8829e6a228e52¢3712ea29b3234e9a88a06b67bf45aecdfe4c03c524d53ca237



3. WAt 7 7 AN (tar7 7 A V) &R TR

# tar xvf /tmp/mod_security v2.tar —C /tmp
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# cp —p /var/ossec/active-response/bin/firewall-drop.sh /var/ossec/active-response/bin/firewall-drop.sh.bak
# cp —p /var/ossec/active-response/bin/modsecurity.sh /var/ossec/active-response/bin/modsecurity.sh.bak
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XfHRT 7 AV /tmp/mod_security v2/modsecurity.sh
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a) 317 H : MODSECURITY_CONF=/etc/modsecurity/mod_security.conf
mod_security DR E T 7 ANV D/XAZREL TS,

b) 747 H : service apache2 graceful > /dev/null 2>&1
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nginx DHEILX TR DIHa~ R CREEHEH CEAI01270£7,
747 B : service nginx reload > /dev/null 2>&1

c) 1847 H :
SecRule REMOTE_ADDR ”"${IP._ ADDRESS}$” “log,drop,id:${RULEID},msg:’deny by
ossec—agent’”
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JLODFLHE :
SecRule REQUEST HEADERS:X-Forwarded-For “@Contains ${IP ADDRESS}”
"log,drop,id:${RULEID}, msg:’deny by ossec—agent’”
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/tmp/mod_security_v2/firewall-drop.sh

/tmp/mod_security_v2/modsecurity.sh

—rwxr—xr-x 1 root ossec 6841 May 31 22:34 firewall-drop.sh
—rwxr—xr-x 1 root ossec 6841 May 31 22:34 modsecurity.sh
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# cp —pi /tmp/mod_security_v2/modsecurity.sh /var/ossec/active-response/bin/modsecurity.sh
# cp —pi /tmp/mod_security v2/firewall-drop.sh /var/ossec/active-response/bin/firewalldrop.sh
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# cat /etc/modsecurity/mod_security.conf

HB) LT O X575t Bnsncnsze
SecRule REMOTE_ADDR “"${IP_ ADDRESS}$” “log,drop,id:${RULEID},msg:’deny by

@7
ossec—agent
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