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1. iptables-services/\ v —CF A A h—)L

# yum install iptables—services

2. ossecx{E1E

# /var/ossec/bin/ossec—control stop

3. ossecDFIL % FEER
# /var/ossec/bin/ossec—control status

({5 IEL W2k e
ossec—logcollector not running...
ossec—syscheckd not running...
ossec—agentd not running...
ossec—execd not running...



4, WEEAMNEMLEIPT FL XD HEIBRZHERE

# iptables —nL
# tail —f /var/ossec/logs/active-responses.log

LR DXL S IPT R A deleteSTNDZEEFERL TLIZEWY,
20204F 124 156H K2 H 20:14:48 JST
/var/ossec/active-response/bin/host—deny.sh delete — xxx.XXX.XXX.XXX
1608030830.236950 200105

20204F 124 156H K2 H 20:14:48 JST

/var/ossec/active—response/bin/firewall-drop.sh delete — xxX.XXX.XXX.XXX
1608030830.236950 200105

5. firewalldD JL— LZ R TE

# iptables -S| tee ~/firewalld_iptables_rules
# ip6tables —S | tee ~/firewalld_ip6tables_rules

6. firewalldD {Z 1L ZE ik

# systemctl stop firewalld

7. firewalldD = 1L # 1SR

# systemctl status firewalld

8. firewalldZ E 1k

# systemctl disable firewalld
# systemct] mask firewalld



9. iptablesD )L— L&) T

# iptables -t nat —-F

# iptables —t mangle -F
# iptables -F

# iptables —X

# ip6tables —t nat —F

# ip6tables —t mangle —F
# ip6tables —F

# ipbtables —X

iptables—servicesD /X7 — DA L Ah— )VEFIZINPUT,FORWARDZHE 5 F 5% TEDY
GENDHTZD | RESL L — VLAY AMLERHYE T

10. iptables~ D JL—/L#&1T
[firewalldd>DiptablesiZ/V—/V DT 2T BB ERRNES]
LT D=/ DIHBILTITES U,

# iptables -1 INPUT —-s 127.0.0.1 —j ACCEPT

# iptables - FORWARD -s 127.0.0.1 —-j ACCEPT
[firewalld?>biptablesiZ/V— V&L TBITLIEWVRES]

[firewalldD/L— L &2 THBAITT 256 (IPv4)]
# vi " /firewalld_iptables_rules

T ANDFRIERRBIZLLT OXFHZ i #l L TLTES0Y,

~ny

*filter
(FNESTHAGLIZ L — L DNED
COMMIT

~ny

# iptables—restore < ~/firewalld_iptables_rules
# iptables -1 INPUT -s 127.0.0.1 -j ACCEPT
# iptables -1 FORWARD -s 127.0.0.1 —j ACCEPT



[firewalldD /L — /L& 2 THITT 2854 (1Pv6)]
# vi ~/firewalld_ip6tables_rules

T ANDSEHHERRBIZLLT O 2R #l L TSN,

~

*filter
{FNES TR L2V — /L DN
COMMIT

~

# ip6tables—restore < " /firewalld_ip6tables_rules

11. iptables DK REZFEER

# iptables —nL

liptables®fkHE

Chain INPUT (policy ACCEPT)
target prot opt source destination
ACCEPT all — 127.0.0.1 0.0.0.0/0
Chain FORWARD (policy ACCEPT)
target prot opt source destination

ACCEPT all —— 127.0.0.1 0.0.0.0/0

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

12. iptables~ JL— LZRTEF

# /usr/libexec/iptables/iptables.init save
# /usr/libexec/iptables/ip6tables.init save

13. iptablesZ#Z &)

# systemctl start iptables
# systemctl start ip6tables

14. iptables M &2 & 22

# systemctl status iptables
# systemctl status ip6tables



15. iptablesZ & %1t

# systemctl enable iptables
# systemctl enable ip6tables

16. RVVT D ANBEZEENE

T ANDNy v 2 @M LUy v aff e fl—ThoH I E 2R L TSN,

# sha256sum /var/ossec/active-response/bin/firewall-drop.iptables.sh

(AN ER
07791bdc54a0bcf131f74c6410688e8785031a814b16thad7a210494e2d0dadl

# cp —pi /var/ossec/active—response/bin/firewall-drop.sh
/var/ossec/active-response/bin/firewall-drop.sh.bak

# cp —pi /var/ossec/active-response/bin/firewall-drop.iptables.sh
/var/ossec/active-response/bin/firewall-drop.sh

firewall-drop.iptables.sh2MFE LW AL, LL F DO H1ETAZV 7 M B L TLIEE W,
() LTV 27D1Q b7y T4, s 7 7 A0V & LLFOT 4L 7RI EEE | OUfT

TrANET )T

https://shadan—kun.com/ja/installation linuxttfirewalld

KE T a—RENT- A7) T I, firewall-drop.shD & Fré 72 b7 a8 —4T AT E
TEEW

Q) BT 7 7ANDIEL D BUS LT 7 7 AN DNy 2B LA Ny aflié[d—Th
AT L h R

# sha2b6sum firewall-drop.sh
SNy 2 1 8595b4dd9f1 Tedcf50d50aae0cdc6e69cd4f7af14306b4274161b5426db9cled

17. ossecH T E)

# /var/ossec/bin/ossec—control start

18. ossecD L ENZFFEER


https://shadan-kun.com/ja/installation_linux#firewalld

# /var/ossec/bin/ossec—control status

[E#EHL WDk EE
ossec—logcollector is running...
ossec—syscheckd is running...
ossec—agentd is running...
ossec—execd is running...

19. W7 B {FRERE

SEDL B LD W B EA FERR L F 97,
19-1. 7 AMEFFHURL~7 7t A

http://<BEFEV AR AL >/cybersecuritycloud/waftest
https://<BEAETF AN AL >/cybersecuritycloud/waftest

19-2. & B8] [ OO k0 B TRE 70> D A 2o - e 58

JL— 11D 1209999 (BB FE R : Z D Ath,)
SRR FOR R P Y AR A= 2 — [ E/ LR —1] > [ %0 ]

19-3. *ﬁ%ﬂ?&@??‘k%ﬁlkﬁéﬂé &%Eﬁmu
IIAT NP OEWMHERR T 7 TV ETHA LT U N il iR

KPR ER T 7V — L ar O EFE LD ERTEMER B 2558 085D ET
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19-4. iptables -~ DROP LN BIMEN TWAZ LA R (LT, il
# iptables —nL

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all —— 127.0.0.1 0.0.0.0/0

DROP all == 1.1.1.1 0.0.0.0/0 ¥¢DROP3{A3127.0.0. 1AL FIZBMESHTNDHIE
ACCEPT all = 0.0.0.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED

Chain FORWARD (policy ACCEPT)

target prot opt source destination

ACCEPT all —— 127.0.0.1 0.0.0.0/0

DROP all == 1.1.1.1 0.0.0.0/0 ¥¢DROP3{A3127.0.0. 1AL FIZBMESHTNDHIE
ACCEPT all = 0.0.0.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED



19-5. 10 MR L . 2712 add & delete DNERR SN CTWAZ LA TR

# tail —f /var/ossec/logs/active-responses.log

VL BT, iptables~OEFEIX5E T T9,



